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Advanced Attributes

E: Choose the settings you want for this folder.

When you dick OK ar Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

[~ Folder is ready for archiving

Allow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes

[] compress contents to save disk space

[¥]Encrypt contents to secure datal

s S eSS Properties 5 su 43 Apply ()
e OT y3 a8 flf o~ Confirm Attribute Changes
e iy 50, b (S5 Ay e K50y by K
OT Jols o bl dan o) OT o5 bty tn K50,
S Ot (S (o slaadiy

- 1

You have chosen to make the following attribute changes:

encrypt
Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

() Apply changes to this folder only
(@) Apply changes to this folder, subfolders and files:

OK ][ Cancel ]
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Type: File folder
Location: CMUsersRizpardazandeh'Documents
Size: 732 KB (750,335 bytes)
Size on disk: 756 KB (774,144 bytes)
Cortains: 11 Fileg, 1 Folders
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Certificate Export Wizard @

Welcome to the Certificate Export
Wizard

%J This wizard helps you copy certificates, certificate
trust lists and certificate revocation lists from a
certificate store to your disk.

A certificate, which is issued by a certification authority,
is a confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

Sl L auS sl e by 5o S oSS Next s,

5 S Ol (private key) ogas s (export) s
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Certificate Export Wizard =)

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() No, do not export the private key

Learn more about exporting private keys

< Back ][ Next = ][ Cancel

= Applying attributes...
Applying attributes to:
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? Back up your file encryption key
L This helps you avoid permanently losing access to your
encrypted files.

03:43 b

ENS B W
it (M) 11,/07/2009

sy 03,55k sl ol s
S ¢SUS” Backup your file encryption certificate and key

7.1 Encrypting File System \El
? - Back up your file encryption certificate and key

Creating this backup file helps you avoid permanently losing access to your
encrypted files if the original certificate and key are lost or corrupted.

< Back up now (recommended)
You should back up the certificate and key to removable media.

< Back up later

Windows will remind you the next time you log on.

2 Never back up

You could lose access to your encrypted files.

Cancel

Why should [ back up the certificate and key?
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Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

File name:

[ Browse...

Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Bage-64 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

(@)iPersonal Information Exchange - PKCS #12 (.PFX)

[“include all certificates in the certification path if possible
Delete the private key if the export is successful
D Export all extended properties

Microsoft Serialized Certificate Store (LSST)

Learn more about certificate file formats

[ < Back H Next > ][ Cancel ]
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Certificate Export Wizard @
Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:
File Name C:\Usg
Export Keys Yes
Include all certificates in the certification path No
File Format Person

[ <pack | Fnsn | [ cancel |

Certificate Export Wizard @

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

[

Type and confirm password (mandatory):

Cancel
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You will not be able to decrypt data encrypted using this certificate,
! % Doyouwant to delete this certificate?
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Certificate Export Wizard @

The export was successful.
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Certificate Import Wizard @

Password

To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[7]Mark this key as exportable. This will allow you to back up or transpart yo
ke ime,

Indude all extended properties.

Learn more about protecting private keys

I < Back ” Next > ]l Cancel

iU 4 asleal & 0wls S50 (ol Certificate Store imiw 43
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Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

_) Automatically select the certificate store based on the type of certificate

Certificate store:
Personal Browse...
Learn more about certificate stores
I < Back ” Mext = ] I Cancel I
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Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Certificate Import Wizard @

File to Import
Specify the file you want to import.

File name:
H:'\certificatetest. pfx

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Seriglized Certificate Store (.55T)

Learn more about certificate file formats

I < Back ” Next > ]l Cancel I
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